
• Inhouse training of company staff to conduct 

a viable review of the company. 

Determining inadequacies, step required for 

compliance, and drafting the data inventory. 

Drafting internal policies and procedures 

regarding data processing. 

Preparing an authorization diagram and 

distributing the liabilities within the company. 

Review of all forms and agreements and 

amending them to comply with LPDP. 

Inspecting whether the drafted documents are 

implemented properly within the company. 

Periodic trainings to company staff to ensure 

that they understand and follow the rules, 

procedures and internal company policies put 

in place for data processing. 

• 

• 

• 

• 

• 

• 

With the implementation of the Law on Personal Data Protection 

No. 6698 back in 2016, new rules and obligations were imposed 

to data controllers and data processors. The LPDP further 

stipulated serious monetary fines and prison sentences to those 

who violate these obligations.  

Unfortunately, most data controller/processors in Turkey failed 

to grasp the potential liabilities arising from the LPDP provisions. 

One of the more common mistakes among data 

controllers/processors is that they tend to believe the LPDP 

provisions are only applicable to those required to register to the 

Data Controllers Registry (VERBIS). This assumption is, of 

course, false as the VERBIS registration requirement is a 

separate requirement/obligation and is not tied to the 

applicability of the LPDP provisions. Therefore, it is extremely 

important for all companies (or individuals) that process 

personal data to comply with the rules and procedures set forth 

at the LPDP, independent from VERBİS registration obligation.  

 It is crucial for all companies established in Turkey, 

as well as companies established abroad but are 

processing personal data of Turkish citizens, to 

take the utmost care to comply with LPDP 

provisions.  At ASY LEGAL, we offer business 

oriented and curated solutions for our clients to 

ensure that they comply with LPDP provisions to 

the full extent of the law and help them avoid any 

possible administrative fines that may be issued by 

the Data Protection Authority (DPA). 

COMPLYING WITH THE LAW ON 

PERSONAL DATA PROTECTION (LPDP) 

C O M P L I A N C E  P R O C E S S  
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PERSONAL DATA & DATA 
PROCESSING  

 

Personal Data, is defined in a very broad manner 

within the LPDP. As per this definition personal 

data means “all information belonging to a natural 

person whose identity is or can be determined”. 

With this broad definition, any and all information 

that may allow the data holder to identify a 

specific person shall be deemed as personal data. 

These may include ID details, name, surname, 

date of birth, phone numbers, CV, photos, income, 

expense preferences, address, number of 

children, e-mail and IP addresses, hobbies, 

location information etc. Accordingly, the general 

rule is, if any snippet of information can allow the 

identification of a specific person, that 

information is deemed as personal data.   

Personal Data Processing, is further defined at the 

LPDP as “any operation performed upon personal 

data such as collection, recording, storage, 

retention, alteration, re-organization, disclosure, 

transferring, taking over, making retrievable, 

classification or preventing the use thereof, fully or 

partially through automatic means or provided that 

the process is a part of any data registry system, 

through non-automatic means”. Therefore, even 

the mere act of storing any one of the above 

mentioned personal shall be deemed as an act of 

processing, even if the relevant data controller 

does not use the data in any meaningful or 

impactful way.  

One of the main issues with the applicability of the LPDP is that the 

companies, shareholders and/or individuals wrongfully interpret the 

terms noted within the legislation. The most common mistakes 

concern the terms “data processing “ and “data controller”, as most 

company representatives mistakenly think that storing and processing 

of data are two different concepts and since they only store personal 

data  they cannot be deemed as data controllers, which in turn leads to 

the company not taking any action with regards to LPDP compliance  

Therefore, in order to effectively determine whether your company is 

subject to LPDP provisions, you will first need to understand the 

concepts/terms of personal data, data processing, data controller and 

data processor.   

Data Controller: The LPDP defines a data controller as “the natural or 

legal person who determines the purpose and means of processing 

personal data and is responsible for establishing and managing the data 

registry system”. To illustrate, if your company processes any personal 

data such as a customer’s e-mail address, phone number, home 

address, name, surname or birthdate, either in a physical medium, 

digitally in a server or via third party service providers, then your 

company shall be deemed as a data controller as per the LPDP.  

Data Processor, is defined as “the natural or legal person who processes 

personal data on behalf of the controller upon his authorization”. In this 

context, if for example, the finances of your company and its tax returns 

are handled by a third party accountant, either a natural person or a third 

party company, this third party accountant processing these accounting 

documents (such as invoices which may contain personal data) shall  

be deemed as data processors.   

Data Registry System is defined as, “the registry system which the 

personal data is registered into through being structured according to 

certain criteria”. Therefore, all systems designed to store and otherwise 

process data shall be deemed as a data registry system.  

DOES THE LPDP APPLY TO YOUR COMPANY? 

DATA CONTROLLER, DATA PROCESSOR &  
DATA REGISTRY SYSTEM 
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TERMS & CONDITIONS FOR PERSONAL DATA PROCESSING 

All natural persons and companies deemed as data controllers as per the LPDP shall be required to comply with the terms 

and conditions set forth at the law when processing any personal data they poses. These terms are collectively known as 

general conditions for data processing. Accordingly, and if your company satisfies the criteria set forth above and is therefore 

deemed as a data controller, you will need to take the utmost care to ensure that your company complies with the below noted 

general conditions when processing data.   

GENERAL CONDITIONS & CONSENT  

As summarized briefly at the above graphic, the LPDP allows 

for the processing of personal data if; 1) the data owner gives 

explicit consent, 2) it is clearly provided for within the legilsation, 

3) necessary to protect the legitimate interests of the data 

controller, 4) mandatory for the establishment, exercise or 

protection of a right, 5) is disclosed to public by the relevant 

data owner, 6) relevant for the signing, performance and 

conclusion of a contract, 7) necessary for the protection of life 

and/or physical integrity of the data owner, in situations where 

it is no possible to obtain an explicit consent, or 8) mandatory 

for the data controller to perform its legal obligations. 

Accordingly, when processing personal data, you should 

always check to see if one or more of the above mentioned 8 

conditions are met. If the answer to that questions is yes, then 

that personal data can be legally processed as per LPDP, To 

illustrate this with an example, if your company obtains the ID 

details of a potential customer to sign a contract, the 

processing of that data will be possible based on item 6 above, 

“relevant for the signing of a contract”.  

The important issue to note here is that if the legality of the data 

processing is not based on explicit consent but is rather based 

on one of the other 7 conditions noted above, data controllers 

should refrain from obtaining an additional consent. for the 

purposes.   

ISSUES WITH GUARANTEE CONSENT 

One of the most common mistakes data controllers and 

processors make is that they try to obtain a consent from the 

relevant data owners, event when one or more of the other data 

processing conditions are met (i.e. obtaining a separate 

consent from a customer for personal data required to execute 

a contract). These are called “Guarantee Consents”, as they are 

generally obtained because data controllers want to guarantee 

that they are protected against LPDP sanctions.  However, 

these guarantee consents do more harm then good, as the 

DPA does not accept such guarantee consent clauses and 

explicitly states that if one of the other 7 general conditions 

(other than consent) is applicable for the processing of a 

personal data, then the data controllers should not obtain a 

separate consent for that processing. 

The DPA argues that a consent clause will lead the data owner 

to believe that he/she can withdraw the consent at any time 

and therefore demand the data controller to stop processing.  

However, in cases where one of the other 7 conditions is 

applicable, this false impression caused by the consent clause 

misleads the data owners, as the data controller can continue 

to process the data even if the data owner withdraws the 

consent, based on one or more of the 7 other general 

conditions, as applicable to the relevant data.     
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PERSONAL DATA PROCESSING & GENERAL PRINCIPLES  

In addition to the general terms & conditions noted above, data 

controllers should also comply with the general principles 

when processing personal data. These principles should be 

present in all data processing actions and should form the 

basis of such. Hence, all personal data should be processed in 

accordance with the law and the good faith principle, be 

correct and up to date, be processed for a clear and legitimate 

purpose, be limited and proportional with the purpose and be 

limited by time/duration. For example, obtaining a guarantee 

consent as mentioned previously, can be deemed as a 

violation of good faith whereas the principle of correctness 

and up to date refers to possible damages that may be 

incurred by data owners due to the processing of incorrect 

data as their own true data (such as automated systems  that  

grade or otherwise rank applicants/customers for eligiblity 

based on personal data). The principle of clear and legitimate 

purpose requires the data controllers to clearly and explicitly 

convey the reasonings for data processing to the data owners, 

and also requires that this reason/purpose to be a legitimate 

one whereas the proportionality principle requires the data 

controllers to only process data that is reasonably required for 

such purpose. The limited time / duration principle is perhaps 

the most important one among them. This time limitation 

principle actually requires the data controllers to make 

separate assessments for each type of data the process and 

then to only process them for a specific time as provided for 

within the legal framework (not just the LPDP but other 

legislation in Turkey as well).     

PERSONAL DATA OF SPECIAL NATURE ARE DEFINED SEPARATELY AT THE 
LPDP AND ARE THEREFORE SUBJECT TO DIFFERENT CRITERIA 

Article 6 of the LPDP defines Personal Data of Special Nature 

as “Personal data relating to the race, ethnic origin, political 

opinion, philosophical belief, religion, sect or other belief, 

clothing, membership to associations, foundations or trade-

unions, health, sexual life, convictions and security measures, 

and the biometric and genetic data”. Subparagraph 2 of the 

same article further sets forth that such data, if considered as 

special nature, cannot be processed without the explicit 

consent of the data owner, thereby effectively preventing the 

processing of special nature data based on any general 

condition other than explicit consent.  

 

This means that the other 7 methods (general conditions) 

noted above, which are valid grounds for personal data 

processing, shall not be appliable for personal data of special 

nature. Instead, the LPDP provides for separate criteria at 

subparagraph 3 of the same article, where it sets forth that 

personal data of special nature, excluding those relating to 

health and sexual life, may only be processed without seeking 

explicit consent of the data subject if it is explicitly provided 

for within the legal framework and only by authorized persons 

or public institutions and organizations that have 

confidentiality obligation, for the purposes of protection of 

public health 
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DELETION OF PERSONAL DATA 

As a data controller, it is crucial for you 

company to establish a policy for the 

deletion of personal data. This policy 

should include periodic deletion systems 

in accordance with DPA decisions, which 

will help company employees to better 

track the processed personal data. An 

alternative is to use a specially designed 

software that can assist in data tracking, 

which can be set to notify the user when 

the time limit expires for a specific data. 

However, to correctly use this software, 

you will first need to correctly analyze 

and determine each data type you 

company processes. Once all data types 

are determined, you will also need to set 

specific time limits for each data type, 

which should be determined in 

accordance with the relevant legislation.  

Another important aspect to determine is 

the medium of deletion. If the data is kept 

in a physical format (such as physical 

files and papers), the deletion should also 

be made in the physical form, and vice 

versa for electronically kept documents. 

To delegate the liabilities arising from 

these duties and obligations, different 

persons can be authorized to be in 

charge of tracking and deletion of 

different types of personal data.    

One of the most important rules the data processors and controllers 

should abide by is the time/duration principle. This time/duration 

principle requires the data controllers and processors to only continue to 

process personal data for a specific time period as may be required for 

the relevant data type, and stop processing once the time limit expires, 

even in cases where the personal data is obtained and processed as per 

the rules and regulations. It should be noted that this is a de-facto 

obligation of the data controllers/processors and there is no need for the 

data owners to submit an additional request to this effect. 

Unfortunately, the LPDP does not provide for specific durations/time 

limits for different data types. Instead, data controllers/processors will 

have to determine a specific time limit for each type of personal data by 

looking at various different legislation, laws and secondary regulations 

which may be applicable for the relevant data type. This may be quite 

cumbersome for data controllers/processors that process large 

amounts of data, as figuring out the exact time limit for each data every 

time a new data is entered into the system may became time consuming. 

Instead, a general procedure for data processing & deletion, which will 

include specific time limits for different data types as a reference, should 

be determined, to be used company-wide by employees. This can also 

establish periodic deletion cycles to ensure that data are deleted within 

the specific time frames. This way, data controllers/processors can 

ensure that they have a reference guide which they can use for different 

types of data when necessary.   

It should be noted that the deletion, destruction, and anonymization of 

personal data have different meanings. Deletion refers to the preventing 

access to such data except for those who are legally required to have 

access (such as company doctors for medical data), whereas destruction 

means the actual deletion of the data entirely. Anonymization means 

converting the data into statistical information where it is no longer 

possible to determine the actual identity of the data owners.  

DELETION 
PROCEDURES 
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DEADLINE FOR REGISTRATION & VALIDITY OF 
PRIOR CONSENTS  
As noted above, if your company uses CEMs, you will need to finalize the EMMS 

registration procedures and upload any consent/approval of any customer you 

previously obtained, into the system before May 31, 2021 at the latest (for data 

processors that have fewer than 150.000 communication consents). This 

deadline is crucial for previously obtained consents, as if you fail to upload these 

into the system before before this deadline, you will not be able to send CEMs to 

recipients based on these prior consents.   

Once these prior consents are uploaded into the system, the recipients will have 

the optionto check, verify, and/or cancel any of their approvals via the system. If 

the recipients do not cancel/revoke one or more of their consents within the give 

time period, these prior consents can be used as a basis to send new CEMs to the 

relevant recipients without the need to obtain a new one.  

COMMERCIAL ELECTRONIC MESSAGES (CEM) & REGISTRATION TO 
ELECTRONIC MESSAGE MANAGEMENT SYSTEM 

. 

Companies processing personal data 

should also comply with the rules and 

procedures set forth at the Law 

Regulating the Electronic Commerce No. 

6563, regarding the use of commercial 

electronic messages.  

According to this law and its secondary 

regulation, a commercial electronic 

message is defined as “messages sent to 

electronic communication addresses of 

recipients, for the purpose of promoting or 

advertising a product, service or business, 

and/or to increase the reputation of a 

such through content including a greeting 

or wish”. Therefore, such messages can 

only be sent if the recipients gave their 

prior written and explicit consent for the 

purposes.  

Although the Law and the Regulation 

sets forth the rules and procedures quite 

clearly, the regulators observed that 

these rules failed to make the desired 

impact in practice and decided to 

implement a new electronic system, 

called the Electronic Message 

Management System (EMMS), aiming to 

centralize marketing contents. 

In order to allow the recipients to easily 

check, verify and manage their approvals 

through the system and for the system 

to be a national database for such 

approvals, the amendment to Article 5 of 

the Regulation implemented a 

mandatory registration process for all 

service providers that uses commercial 

electronic messages, meaning that all 

service providers shall be required by the 

Law and the Regulation to register to the 

EMMS and to upload all approvals they 

obtain from recipients into the system.  

Accordingly, if your company utilizes and 

sends CEMs to current and/or potential 

customers, you will need to ensure that 

you comply with this EMMS registration 

obligation.  Please note once again that 

this also includes messages containing 

greetings and/or well wishes. Once you 

finalize the registration process, you will 

also need to upload any and all consents 

you obtained (and will obtain) from 

customers to the EMMS in order to 

continue sending CEMs.   
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VERBIS REGISTRATION  

DATA INVENTORY 

EXEMPTIONS 

VERBIS registration requirement also imposes 

the obligation to prepare a data inventory, where 

data controllers are required to record all personal 

data they process within this inventory and 

upload it to the system.  

Although those who are exempt from VERBIS 

registration are technically not required to 

prepare this data inventory, it is nonetheless 

advised to do so, as it will allow the data 

controllers to better analyze the data they 

process.  

As per the DPA decisions, the following natural 

and legal persons shall be exempt from VERBIS 

registration: 

• Companies that have less than 50 employees, less than 

TRL 25.000.000 balance sheets and have a field of 

activity other than data processing 

• Notary Publics. 

• Charities, unions, associations, foundations. 

• Political Parties. 

• Lawyers 

• Freelance accountants, certified public accountants 

and financial consultants. 

 

However, it is crucial to note once again that 

being exempt from VERBIS registration does not 

mean that you or your company will also be 

exempt from the rules and obligations set forth at 

the LPDP. The VERBIS registration and 

applicability of the LPDP are two separate issues 

and LPDP provisions shall be applicable to 

everyone and to every company that processes 

personal data.   

Another obligation imposed upon the data controllers/processors with the 

LPDP and the Regulation Regarding the Data Controllers Registry, is the 

obligation to register to the Data Controllers Registry (VERBIS), provided that 

the relevant criteria are met. The DPA set forth objective criteria for this 

registration obligation and noted that natural and/or legal persons that do 

not satisfy these criteria shall be exempt from VERBIS registration. 

Accordingly, companies that have less than 50 employees and, less than 

TRL 25.000.000 balance sheets shall be exempt from this registration 

obligation, provided that their main field of activity is not data processing 

(such as hotels and hospitals).  

The criteria for mandatory registration along with differing deadlines for 

registration (as per the latest amendments of the DPA) can be summarized 

as follows: 

Criteria Mandatory 
Registration 

Deadline 

• Employee count: more than 50 
• Balance Sheet: less than TRL 25m  
• Field of Activity: Not relevant  

 
YES 

 
31.12.2021 

 

• Employee Count: less than 50 
• Balance Sheet: more than TRL 25m 
• Field of Activity: Not relevant 

 
YES 

 
31.12.2021 

 

• Employee Count: more than 50 
• Balance Sheet: more than TRL 25m 
• Field of Activity: Not relevant 

 
YES 

 
31.12.2021 

 

• Employee Count: less than 50 
• Balance Sheet: less than TRL 25m 
• Field of Activity: Data Processing 

 
YES 

 
31.12.2021 

• Employee Count: less than 50 

• Balance Sheet: less than TRL 25m 
• Field of Activity: Anything except Data 

Processing 

 
NO 

 
- 
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VIOLATIONS OF LPDP PROVISIONS & 
FINES AND MISDEMEANORS  

CRIMINAL ACTIONS AS PER THE 
TURKISH CRIMINAL LAW 

In addition to the judicial and administrative fines set forth at 

the LPDP, a violation of data processing obligations may also 

be considered as a criminal act, depending on the nature of 

the violation, which will cause the relevant data 

controller/processor to be charged with crimes as per the 

Turkish Criminal Law No. 5237 (TCL).  The TCL sets forth a 

number of different crimes and prison sentences with 

regards to mishandling of personal data, including 

unauthorized access and disclosure, with the articles 

between 133 and 140, which may be applicable to data 

controllers if their actions satisfy the criteria set forth at the 

relevant articles.   

It should also be noted that where the data 

controllers/processors are companies, the managers of 

those companies shall be liable for criminal acts and be 

punishable as per the TCL accordingly.  

Whereas judicial sanctions that may be imposed for such 

violations is set forth at Article 18 of LPDP, which sets forth 

different monetary sanctions for different kinds of 

violations. Since these monetary sanctions are referred to 

as judiciary sanctions, the Misdemeanors Act shall also be 

applicable. As a result, violations of LPDP provisions shall 

be deemed as misdemeanors (and will therefore be 

criminal).  As per this Article 18, the currently applicable 

monetary fine amounts for the year 2020 is as follows: 

• Violation of the obligation to clarify (to provide 

information regarding data processing): monetary 

fine between TRL 9.000 and TRL 180.000, 

• Violation of data security obligations:  monetary fines 

between TRL 27.000 and TRL 1.800.000  

• Failure to comply with DPA decisions: monetary fines 

between TRL 45.000 and TRL 1.800.000, 

• Failure to complete VERBIS registration: monetary 

fines between TRL 36.000 and TRL 1.800.000. 

It should be noted that these fines can and will be issued 

for each violation separately. Considering that the upper 

limits of these fines, a repeat violation of even a single 

obligation (repeated against more than one data owner) 

can result in a very high administrative fine amount.    

According to Article 22 of the LPDP, the DPA is authorized 

to issue administrative and monetary fines for violations of 

LPDP provisions and obligations.   

4. Levent, Selvili Sokak, No:10/6, Istanbul / Turkey 34330 
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