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Business Development Director
Our Virtual Series publications bring together a 

number of the network’s members to discuss a 

different practice area-related topic. The partic-

ipants share their expertise and offer a unique 

perspective from the jurisdiction they operate in.

This initiative highlights the emphasis we place on 

collaboration within the IR Global community and 

the need for effective knowledge sharing.

 

 

 

Each discussion features just one representative 

per jurisdiction, with the subject matter chosen 

by the steering committee of the relevant working 

group. The goal is to provide insight into chal-

lenges and opportunities identified by specialist 

practitioners.

We firmly believe the power of a global network 

comes from sharing ideas and expertise, enabling 

our members to better serve their clients’ interna-

tional needs.

The past decade has seen a marked increase 

in effort from the international community to 

combat money laundering. As new opportu-

nities to launder money have arisen, aided by 

technology and globalisation, new regulations 

have sought to keep pace with these develop-

ments and counter the threat.

Bodies such as the Organisation for Cooper-

ation and Development (OECD), the G-7 and 

the European Union (EU) have been at the fore-

front of this fight. They have asked all jurisdic-

tions under their auspices to adopt high stand-

ards of accountancy and transparency when it 

comes to the assessment of financial transac-

tions. The EU’s Moneyval institution holds all 

EU member states to account on anti-money 

laundering practices, while the G-7’s Financial 

Action Task Force (FATF) does a similar job with 

its members.

Alongside this supranational activity, we have 

also seen many jurisdictions revamp and 

tighten their own domestic legislation around 

money laundering. As the illegitimate funding 

of terrorism has increased the profile of money 

laundering, it has also trained a spotlight on 

those jurisdictions that haven’t taken it seriously 

enough (e.g. Panama Papers). This increased 

negative press has encouraged many coun-

tries, particularly smaller international busi-

ness centres, to improve their image. Malta, for 

example, has its own dedicated Financial Intelli-

gence Analysis Unit and several laws dedicated 

solely to anti-money laundering. 

All of this extra focus on the prevention of 

money laundering has thrown a lot of responsi-

bility on third party corporate service providers 

and other professionals, such as lawyers and 

accountants. The new legislation is designed to 

make everyone involved in money-laundering, 

even indirectly, culpable. There is an onus on 

clients to voluntarily divulge information such as 

source of funds or beneficial ownership, but this 

shouldn’t be relied upon. The same is true of 

due diligence done by a third party outside your 

own business. 

Know Your Customer (KYC) regulations can be 

onerous, but they must be complied with. This 

means understanding client businesses inti-

mately, including any holding structures. It also 

means identifying beneficial owners, analysing 

business transactions and identifying financing 

and source of funds. Having the resolve to ques-

tion a client’s motives and business practices is 

paramount, even if that means losing business.

Many jurisdictions are adopting a risk-based 

approach to KYC, allowing them to set parame-

ters for the level of scrutiny that certain transac-

tions require. Meeting these criteria is essential, 

but it is also advisable to set the bar higher, 

imagining a worst case scenario and planning 

for that. The advent of things like digital banking 

and cryptocurrencies has made it much harder 

to maintain transparency in any given transac-

tion. Maintaining high levels of scrutiny, even 

for established clients, is less likely to mean 

that professionals offering corporate services 

have to risk their own reputations by facilitating 

money laundering.

In the following pages you will find jurisdic-

tion-specific advice from several professionals 

about the changing landscape of anti-money 

laundering. They will provide an update on the 

legislation in their jurisdiction, and offer tips on 

the best practice KYC techniques to use when 

seeking information on companies and individ-

uals in their countries. They will also assess 

some common business scenarios, looking 

at which might be higher risk than others and 

which could require enhanced due diligence 

measures.

Know Your Customer 
Ensuring legitimacy in business transactions
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U.S -  CALIFORNIA

Jessica Staheli
Executive Vice President, 
Scherzer International
  1 818 227 2598 

 JStaheli@scherzer.com

Jessica Staheli is Executive Vice President of 

Scherzer International (SI), which has been 

providing specialised background reports since 

1993. Jessica has over fifteen years of experi-

ence in background due diligence and oversees 

SI’s business development and account manage-

ment. Jessica serves on SI’s board of directors 

and is committed to partnering with clients to 

ensure that they receive the highest quality of 

service and information. 

SI helps clients manage their risk with back-

ground reports for employment screening, busi-

ness transactions and client acceptance. We 

offer a portfolio of scalable and customised 

reports for business transactions, client accept-

ance, employment and regulatory compliance. 

With a global scope of resources, SI works with 

clients all over the world to provide the best infor-

mation available. 

DUTCH CARIBBEAN

Luis Santine Jr. 
Partner, InfoCapital Advisory & 
Management
  599 9 529 1015  
 luis.santine@infocapital.cw

Luis Santine is the founder and managing director 

of InfoCapital and CX Pay; providing diversified 

advisory services related to international busi-

ness solutions, e-commerce and payment solu-

tions. 

InfoCapital & CX Pay serve a wide range of clien-

tele ranging from corporate to small business 

owners and from institutional to individual inves-

tors. 

On an executive level, Luis is a board member 

of Banco del Orinoco, Travelsure Insurance 

Company and Manrique Capriles International as 

well as the chairman of the board of Curacao 

Investment & Export Development Founda-

tion (CINEX). He has extensive experience in 

the international financial sector, having occu-

pied positions at various local and international 

companies in the financial sector.

Luis holds a MBA degree in Entrepreneurship 

& Management and a B.S.B.A. degree in Inter-

national Business in Finance from the American 

University in Washington, D.C. Luis is proficient in 

Dutch, English and Spanish, in addition to Papia-

mentu. 

CHINA

Nicholas V. Chen
Partner, Pamir Law Group 
  886 2 5588 1788  
 nchen@pamirlaw.com

Nick Chen has been traveling and working in 

China since 1973. He is the managing partner of 

Pamir Law Group, an international law and busi-

ness consulting firm based in Asia with offices in 

Beijing, Shanghai and Taipei.

Nick has a long track record of successfully 

closing transactions in a broad range of indus-

tries in China and Taiwan. He is a practical, 

street-smart client resource who provides an inte-

grated business and legal approach focused on 

client growth. He is focused on results, cost effec-

tiveness and effective communication.

Nick has successfully completed hundreds of 

foreign investments into Greater China in all 

coastal and many interior provinces for Fortune 

100 multinational corporations, privately held 

and family group companies and private equity 

groups from the US, Europe and Japan.  He has 

closed over USD5 billion in deals in the region, 

assisting companies and investors to develop 

and implement practical cross-border strategies 

and programs to achieve safer business opera-

tions and growth.
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CYPRUS

Theodoros Kringou
Managing Director, Infocredit 
Group Ltd
  357 2239 8000 

 theodoros@infocreditgroup.com

Theodoros Kringou received his education at St 

Francis College in Brooklyn, New York, where 

he received a B.Sc. in Management and later 

completed his MBA at the Maastricht School of 

Management. 

His professional career started in 1995 as a 

Business Information Executive at Amer World 

Research Ltd, and from 1996 until 2001, he 

worked in several key positions at The Bank of 

Cyprus Factors Ltd including Credit Collections 

Officer, Credit Assessment and Business Infor-

mation Officer and later as Business Information 

Manager. 

Theo is the Founder and Managing Director 

of Infocredit Group Ltd and ICG Middle East 

Commercial Services DMCC (Dubai, U.A.E.). In 

addition, he is the Director of The CorPro Ltd and 

First Cyprus Credit Bureau Ltd (FCCB) and a 

Member of the Board of Directors of the Nicosia 

Chamber of Commerce and Industry (NCCI) 

since September 2011 and also a member of the 

Board of the Cyprus Mediation Association. 

In November 2013, he became a Certified Medi-

ator.

MALTA

Dunstan Magro 
Managing Partner, WDM 
International 
  356 21 232 096 

 dmagro@wdm.com.mt

Dunstan is the founder and managing partner 

of WDM International, a multidisciplinary profes-

sional services firm. His specialist practice areas 

are audit, tax, business and corporate advisory, 

and he also holds directorships and acts as a 

company secretary in a varied portfolio of clients.

Dunstan graduated as an accountant in 1997 

from the University of Malta after carrying out 

research and writing a dissertation entitled “The 

Financial Implications of Joint Ventures and 

Mergers within the Perspective of the Competi-

tion Act”. 

He has served as the Honorary Treasurer and 

as a council member of the Malta Institute of 

Management, and has served as a Member of the 

Prevention of Money Laundering and Financing of 

Terrorism sub-committee of the Institute of Finan-

cial Services Practitioners. Currently Dunstan is a 

Committee Member of the Small & Medium-Sized 

Practices of the Malta Institute of Accountants.

Dunstan has delivered numerous lectures and 

presentations, both in Malta and overseas, 

focusing on business ethics and the prevention 

of money laundering. 
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SESSION ONE – AML/KYC REGULATIONS 

What are the international and country-specific 
regulations that clients must comply with, or account for, 
when seeking to do business in your jurisdiction?

Nicholas V. Chen – China (NC) We operate 

in both China and Taiwan which are mature 

jurisdictions as investor destinations and 

sources of outbound investors and capital. 

In recent years, both Taiwan and China have 

become increasingly large net exporters of 

technology, investors and investment funds. 

Our business works with private and publicly-

listed multinational corporate and financial 

vehicles, private family groups as well as 

state-owned enterprises. 

In every transaction, whether one is acting 

as a professional service provider or 

intermediary representing a client, or if one 

has direct privity of contract in a transaction 

with a China/Taiwan counterpart, it is 

important to prudently manage one’s risk. 

This requires the implementation of proper 

market specific Know Your Client (KYC) due 

diligence, as well as Source of Funds due 

diligence. In other words, is the counterpart 

‘clean’ and are the transaction funds clean. 

As the Organisation for Economic 

Cooperation and Development (OECD) rolls 

out its AML/KYC rules globally, both Taiwan 

and China have also many locally-enforced 

laws and regulations that dovetail to ensure 

consistent compliance against tax evasion, 

money laundering, sanctions and terror-

financing. The enforcement efforts against 

corruption have been widely publicised and 

expanded; professionals and private parties 

ignore these realities at their peril. China 

has imprisoned over 1.2 million persons 

(government and party officials) on corruption 

charges alone. 

In previous years, where legal and regulatory 

gaps existed in cross-jurisdictional 

enforcement, we are now seeing coordinated 

and consistent enforcement, transparency 

and accountability being required by 

regulators and regulated parties in both 

jurisdictions. What is important to remember 

is that (i) both the giver and the getter are 

both liable, (ii) cross-border ‘blind spots’ 

have been eliminated with global cooperation 

across jurisdictions, and (iii) ‘shell companies’ 

and ‘nominees’ are now subject to strict 

scrutiny. In addition, not only is a direct party 

liable, but also professional service providers 

are exposed for involvement in a suspect 

transaction.

As China and Taiwan are subject to both 

international and local AML/KYC laws, 

professional service providers must take 

additional steps to protect themselves (and 

their clients). This should be done both at the 

client onboarding stage as well as during the 

entire term of the professional relationship. 

Professional service firms are now required 

to proactively safeguard against anti-

money laundering (AML) and many other 

compliance issues. It's irresponsible to be 

doing any business without disciplined due 

diligence and caution. This is especially 

challenging since the international KYC/AML 

requirements apply, but there is no single 

easy online database service to complete a 

desktop onboarding check.

Jessica Staheli – US, California (JS) To 

echo what Nick said, our responsibility is also 

to protect and guide our clients, because the 

main issues when they come to us are data 

security and regulatory protection for cross-

border deals.

General Data Protection Regulations (GDPR) 

are the big concern these days, but the work 

that we do is a more in-depth report as part 

of know your client (KYC).

This includes searches conducted via the US 

Treasury's Office of Foreign Asset Control's 

(OFAC) Sanctions Program, but these are 

baseline searches and we search records 

in-country as part of closing the deal. We 

prepare reports for clients who are based in 

the US and doing business abroad, or vice 

versa. 

We also emphasize compliance to make 

sure that all the proper authorisations 

and disclosures are in place and that the 

reporting guidelines are met, which can vary 

between countries. We've seen an explosion 

of cross-border deal work in our business 

over the last five to seven years, including 

transactions where only pieces of the deal 

are international.

We walk through the deal with our clients 

and apply the necessary regulations, before 

advising them on what we can do and what 

they should be doing to protect themselves. 

Most of what we're doing is for European 

Union (EU) countries and Latin America, but 

a very strong third would be Hong Kong and 

Singapore.

Luis Santine – Dutch Caribbean (LS) The 

international financial sector of Curaçao 

strives to maintain its status as a premier and 

high quality, globally competitive financial 

centre that has invested heavily in establishing 

a robust regulatory regime with supervision 

that meets or exceeds international 

standards. Our strength lies in the diversity of 

services and vast knowledge and experience 

that we can offer: our regulated, compliant, 

and transparent infrastructure as well as 

innovative and diverse jurisdictional products.

Curaçao currently complies with all the 

requirements of the EU Code of Conduct 

against harmful tax practices, and has 

adopted, among other things, the EU Savings 

Directive as well as measures against money 

laundering and the financing of terrorism. 

Curaçao is an accepted jurisdiction by the 

OECD and Financial Action Task Force 

(FATF), and has been awarded Qualified 

Intermediary (QI) status by the United States 

Internal Revenue. Curaçao strives to remain 

an internationally-compliant jurisdiction, 

evidenced by its ever-growing network of 

bilateral tax information exchange (TIEA) and 

double taxation treaties (DTA).

InfoCapital provides a broad range of 

services to mostly corporate, but also high-

net-worth clients around the world. We ensure 

that all entities serviced by our firm are fully 

compliant in their relevant jurisdictions. 

For all client inquiries, an in-depth KYC 

and customer due diligence (CDD) will be 

done as part of a risk-based approach. The 

CDD investigations are performed through 

screenings, international database scans, 

sanction and other monitoring lists, as well 

as verifying IDs and other documents. 

InfoCapital will also consult its international 

and local network for additional references.
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Some US correspondent banks have 

abandoned the region, making the whole 

process of onboarding clients through local 

banks overly complex. At the same time, this 

makes things very secure, because of all the 

compliance-related aspects and regulations 

that are in place.

The pressure on Curaçao is constant and 

twofold, not just from a banking perspective, 

where the pressure is coming mostly from US 

correspondent banks, but also from international 

organisations like the EU and the OECD.

The Caribbean region as a whole has had to 

tighten its ship as much as possible and I think 

that’s not always recognised. It’s very much 

being reflected in how we have improved and 

solidified the whole compliance aspect of our 

service offering.

Dunstan Magro - Malta (DM) AML has been 

with us for quite some time and I've seen it 

evolve since the early 2000s.

At the time legislation to combat money 

laundering was basically addressing the 

seizure of the proceeds of crime coming from 

drug dealing or the sale of weapons of mass 

destruction. Today the anti-money laundering 

and the counter of financing of terrorism 

legislation has become so sophisticated that 

any transactions in excess of EUR10,000 

have to be monitored. As we speak, anti-

money laundering legislation is continuously 

adjourned, in that. for example, whilst at EU 

level, member states have to transpose the 

5th AML Directive by 10th January 2020, the 

framework for the introduction of the 6th AML 

Directive is also in place. In Malta, like Curaçao, 

we are subject to intense pressure from the 

international community because unfortunately 

we are erroneously perceived to be a tax haven. 

Although this pressure is welcome as we all 

strive to enhance legitimate business whilst 

blocking unwanted business, nevertheless, 

at times practitioners and service providers, 

who are classed as obliged persons, face a 

mammoth task to ensure full compliance.

In Malta we have two sets of laws in this area. 

We have the main act, which is the Preven-

tion of Money Laundering Act, and then we 

have the Prevention of Money Laundering and 

Financing of Terrorism regulations. These two 

sets of laws are implemented by the regu-

latory body in Malta - which is the Financial 

Intelligence Analysis Unit (FIAU). The FIAU 

have also come up with a set of rules (the 

implementing procedures) to provide guid-

ance as to how obliged persons are to act. 

Needless to say that we are also bound to 

comply with the EU AML Directives and Regu-

lations.

The classical compliance routine rotates 

around client identification and verification of 

the client identity. Where these procedures 

are concerned, we have to always put at 

the forefront the basic risks which we have 

to face. The risk inherent in the client busi-

ness must also be properly evaluated. Conse-

quently, we have to analyse the acceptance of 

a client by referring to the geographical risk, 

the customer risk, the service offering to the 

client and the delivery channel used to offer 

the services to the client. 

With these things in mind, we have to come 

up with policies and procedures which will 

dictate our risk appetite. We are obliged to 

tackle politically-exposed persons, because 

they are perceived to be the higher risk. If we 

find something which raises suspicion, we are 

obliged to file a suspicious activity report.

Malta also effectively encourages the 

onboarding of all the recommendations put 

forward by the Financial Action Task Force 

(FATF). We are also subject to visits by 

Moneyval, which is a monitoring body estab-

lished by the Council of Europe. Its job is to 

monitor the standards of every jurisdiction 

within the EU, regarding anti money-laun-

dering and the financing of terrorism.

Theodoros Kringou – Cyprus (TK) Cyprus 

is considered as one of the most attractive 

jurisdictions for investment across Europe for 

several reasons. It is not easy for new investors 

to receive approval however, because of the 

due diligence regulations and strict controls. 

During the last decade Cyprus has been a 

target of many European countries, due to its 

perceived lack of money laundering regulations, 

however stricter compliance practices, 

introduced after the banking sector’s collapse 

in 2013, are changing that perception.

Similar to many European countries, Cyprus 

is subject to the regulations of the EU as well 

as the ones imposed by the local regulatory 

authorities. The fifth edition of the Directive 

on the Prevention of Money Laundering and 

Terrorist Financing was issued by the Central 

Bank of Cyprus which shows that supervised 

entities are obliged to comply with the law and 

adopt due diligence procedures to get to know 

all their clients, without exceptions, as well as to 

monitor the status of their clients.

In addition to the due diligence regulations of 

the AML directive, new controls were imposed 

relating to transactions incurred by shell or 

shelf companies. In particular, the Central Bank 

of Cyprus issued a circular to all regulated 

financial institutions, specifically focused on the 

way banks and other regulated entities must 

deal with such companies.

Although the stricter controls adversely 

impacted the attractiveness of the country as an 

investment destination, the aim of such controls 

is to prevent money laundering or counter 

terrorism activities throughout the country, or 

through the use of any local financial institution.

Luis Santine pictured at the 2018 IR 'On the Road' Conference in Toronto
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SESSION TWO - PARTNER SELECTION RISK 

What are the best practice KYC procedures that you 
would recommend when engaging in a new business 
transaction in your jurisdiction?

China – NC In our decades of experi-

ence, no amount of good lawyering or 

professional services saves a company 

from a bad partner selection decision. We 

constantly see parties who do not have 

the tools or common sense to under-

take market-specific due diligence when 

selecting a partner, co-operator, supplier, 

distributor, key service provider or key 

employee or outside contractor. Anyone 

who plays a key role in the business should 

be considered for onboarding and/or 

ongoing periodic checks. In an increasingly 

corrupt jurisdiction, it is naïve to assume 

that the business is not subject to compro-

mise or erosion. Protecting one’s business 

is increasingly challenging and extends 

to all aspects to the company’s ‘assets’ 

including physical, personnel, intellectual 

property, trade secrets/knowhow and all 

aspects of the value of the business. 

One of the most common and biggest 

mistakes we have seen is for foreign parties 

to conduct an English Google search and 

believe that this is a due diligence check. 

First, there are no official records in English 

for Taiwan or China. Google is banned in 

China so this naïve approach is a search 

for nothing. All official records are done 

in Chinese. Media reports are in Chinese. 

Different information is kept in different 

databases. Few databases will have a 

statement that says ‘we will not steal from 

you in the future.’ Due diligence is not about 

checking a document or a database; it is 

about verifying information in the context of 

a changing society. If one doesn’t under-

stand that society, how can one exercise 

proper scrutiny and understand what to 

look for and what one is observing.

Proper market specific due diligence in 

partner selection applies in the context 

of acquisitions or sales, supply chains 

when selling or procuring and also when 

hiring key managerial and technical staff 

and service providers. Relying on foreign 

databases when critical information is not 

publicly available in English is naive.

Generally, in partner selection, one needs 

to focus on two things;

Is this person clean?

Is this person's money clean?

If the answer to either of these questions 

is not a clear affirmative, it means there is 

exposure and risk as a direct party, or a 

service provider, representing a client.

The responsible professional must position 

to protect the client as well as themselves. 

The need for a seasoned local co-counsel 

to conduct the local KYC/AML due dili-

gence is a prudent choice. 

California – JS We often encounter clients 

who are surprised at the variance between 

records availability between countries, 

and the time that needs to be invested in 

order to accurately conduct searches. For 

example, we may need individuals’ informa-

tion in native script or a national ID number 

to conduct searches properly. 

One of the things we encounter with Amer-

ican clients is their surprise at limitations on 

what information is available abroad. The 

US makes public more information about 

its citizens than any other country in the 

world, so we work to “translate” the closest 

equivalent to match their risk requirements 

with what can be obtained. 

Some clients are also surprised by the 

requirement for a signed authorisation and 

disclosure form when we're looking at part-

ners and doing diligence on individuals in 

other countries. It's getting less common 

that businesses want to do a background 

check without authorisation, but some still 

do.

It is standard for our US lending and 

investing clients to do a background on 

the management team and the company 

for any acquisition partnership or invest-

ment. It's not as common for our clients 

elsewhere in the world, and perhaps that is 

because there's so much information avail-

able in the US.

What we're generally finding is that Euro-

pean countries are a little more hesitant to 

have us go really deep and ask the target 

questions and go from there. We spend a 

certain amount of time advising all of our 

clients on what is standard practice among 

their peers, and what is available in the 

jurisdiction where they're doing business.

Cyprus – TK Customer due diligence 

and the implementation of a risk-based 

approach are definitely ways of mitigating 

any AML risk when engaging in new busi-

ness dealings. 

The financial sector makes up a major part 

of Cyprus’ economy, and so it is gener-

ally acceptable that the need to implement 

effective KYC procedures is quite high for 

local enterprises. It is also important to note 

that, during the last decade, a significant 

part of the local financial institutions’ deal-

ings related to foreign investors, making the 

investigation procedures even more crucial.

Following the approach of the local regu-

latory authorities to make Cyprus as one 

of the safest investment destinations in 

Europe, the implementation of an appro-

priate risk-based approach is definitely 

required by all regulated and non-regulated 

enterprises. 

Whether an entity or a transaction is 

defined as high or low risk, the risk-based 

approach of local enterprises takes into 

consideration – amongst other things - the 

assessment of each entity involved in any 

business dealing. This includes the coun-

tries and industries involved, identification 

of the beneficial owner and source of funds 

or source of wealth, the nature and purpose 

of each transaction, as well as the involve-

ment of any politically-exposed persons or 

state-owned entities.

Dutch Caribbean – LS Service providers 

must take reasonable measures to monitor 

clients and their transactions on a contin-

uous and/or regular basis by means of an 

established risk profile and risk classifica-

tion of that specific client.

The preliminary client vetting is done 

through an initial KYC check whereby 

clients must present the following informa-

tion:

• Certified copies of valid passport of 
UBOs
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• Certified proof of residence/address 
(i.e. utility bill - not older than 3 
months)

• Original bank reference letter (not 
older than 3 months)

• Source of funds/wealth declaration

Furthermore, InfoCapital applies some of 

the best solutions in the field of anti-fraud 

and KYC/AML solutions in Europe, Asia 

& US. The system uses AI/HI technology 

to perform fast, accurate and compliant 

customer due diligence online, facilitating 

online services to clients and customers 

all over the world with legal and regulatory 

requirements. This enables InfoCapital to 

help clients increase conversion, prevent 

fraud and ensure client trust.

These policies and procedures enable 

reliable customer onboarding by veri-

fying clients. The ID verification platform 

supports multiple document formats 

making it easier to onboard potential 

customers. 

InfoCapital provides these KYC/AML 

services to third parties as an all-in-one 

solution that helps businesses to manage 

and report all money transactions in a 

compliant manner and in accordance with 

government regulations. This complete 

compliance solution helps companies 

meet KYC/AML requirements, as well as 

data protection laws (GDPR, local Asian, 

Eastern European requirements and 

others). 

Technology is helping the process and 

making it a bit easier to identify people 

and make sure they're a good partner. 

Regulators have accepted some of these 

new technologies as trusted sources to 

conduct KYC checks, meaning they're 

working quite efficiently and effectively.

Malta – DM Definitely this would be the 

creation of a business risk assessment 

for the professional firm and/or service 

provider. This helps to draw up the risk 

appetite of the firm which effectively helps 

to understand and identify which types of 

clients the firm or service provider wants 

to work with.

Once the business risk assessment is in 

place, then a customer risk assessment 

should follow.

Whether you are trying to on board the 

strategic partner, or help clients make busi-

ness with other companies or third party 

entities, these two elements have to be 

taken into account. 

AML legislation hovers around the concept 

of the risk-based approach. Consequently, 

it is of paramount importance to under-

stand all the risks involved when dealing 

with particular clients or transactions. Thus 

both the business risk assessment and the 

client risk assessment should complement 

the risk-based approach advocated by 

various legislations around the world. 

One should opt to carry out enhanced due 

diligence where things get a bit complex or 

are not so clear. If the business structure 

of a client is an intricate one, comprising 

of ‘unnecessary’ layers of corporate struc-

tures the rationale behind certain business 

behaviours should surely be challenged.

You should also need to ask whether 

the client is giving you all the information 

required and whether that information is 

in conflict with other information obtained 

from independent sources. All these things 

have to be put at the forefront when it 

comes to which KYC procedures and 

measures are to be adopted.

It is common to place reliance on other 

service providers because this is less 

cumbersome for the client or the company 

or potential business partner. If this route 

is chosen, it is worth checking whether 

the service provider upon whom reliance 

is being placed is in line with your proce-

dures and processes, and this to avoid any 

mismatch in procedures and methodolo-

gies. If there is a mismatch and you cannot 

provide information regarding a particular 

transaction or a particular beneficial owner 

to the authorities, you are faced with 

massive problems, because effectively it 

would be difficult to comply with the law 

within established timeframes.

IR Annual Conference 2017 in Berlin
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SESSION THREE - KYC IN ACTION

Under what scenarios do clients need to follow a strict 
KYC process in your experience – when are they most 
at risk?  

China – NC Some professionals in their 

practice rely on the KYC that is done by the 

referring source professional. I had a situa-

tion recently where a service provider was 

taking advice from a client of theirs. They 

were asking me to provide service on a 

referral that they received from a large inter-

national bank based in Hong Kong. I didn't 

trust the bank’s onboarding or their KYC, 

because they have been fined many times.

A lot of people automatically will trust 

banks, but I will automatically distrust a 

bank. When I asked the intermediary who 

had received the client referral from the 

bank about the KYC, he told me not to 

worry about it. I was polite and reminded 

myself to be civil; but I knew then that 

this was not going forward. We turned 

the project down and we turned down the 

opportunity to work with a huge accounting 

firm. They told me they had many cases like 

this, but I said I only needed one to get my 

firm in deep trouble.

So the KYC process to protect everybody 

in the service chain has to be about risk 

appetite. if the referring source doesn't 

have the same risk appetite as you, it 

doesn't work. Each one of us, as a top-tier 

service provider, has a zero risk tolerance. 

The partners and the colleagues in the firm 

are not going to forgive you if you bring in a 

new client, but didn't check.

Your reputation is worth far more than 

any fee that you could generate on some 

small matter. As a result, KYC applies in 

all cases, for all onboarding, in all trans-

actions. Nobody can afford to get it wrong 

and everybody has to be clean. 

Financial transactions coming out of 

China, first have to deal with the foreign 

currency conversion issue. Then the issue 

is whether the funds are lawfully earnt and 

are post-tax dollars. We've set up a system 

for the source of funds report where we 

are involved a Certified Public Accountant 

(CPA) that we've worked with for 20 years. 

We know that the guy cannot be bought 

and we do an official translation in order to 

ensure full disclosure by the client. There 

are nine sources of funds and they have 

to show where it came from, before the 

accountant signs off, plus there's a phys-

ical report that is delivered. Every transac-

tion coming in to China should have this. I 

believe that we are very much the excep-

tion to the rule right now, but I believe 

within a few short years everybody will be 

required to do it.

I know major Chinese law firms that are not 

doing KYC and they do not know how to do 

source of funds reports. This is shocking to 

me, because it is where the international 

practices and the local practices have 

diverged, but the truth is that China will be 

required to comply, because it is such an 

international jurisdiction.

California – JS I'm going to focus here on 

the risk involved with hiring of key staff and 

management versus pre-transaction dili-

gence, because that's where a preponder-

ance of regulations come in that are juris-

diction dependent, including privacy and 

security concerns. With regard to hiring 

in different jurisdictions, the regulations 

are very different from pre-transaction dili-

gence. Once it's post acquisition different 

regulations kick in. 

We had an example recently where we 

prepared a pre-transaction report on a 

management team and everything was fine 

until our client came back to us and said 

they now had a suspicion of wrongdoing 

with one of the management team.

At this point the issue switched to an 

employment or employment and retention 

and internal investigation report because 

any action taken would be post-transaction. 

Our client was in the UK, where one cannot 

do anything without a signed authorisation. 

We went back and forth on this and the 

client wanted us to go ahead without the 

authorization, but the risk for us – and the 

client - was far too high to proceed. 

The desire or the willingness to notify the 

person that an investigation is going to 

be done and obtain their authorisation 

is a hard sell sometimes, and we've defi-

nitely had to walk away from assignments 

because of it. 

Reportable information varies widely, even 

within the US. California is one of the most 

restrictive on reportable information, while 

notices of the subject’s rights are also 

required. While it is the employer’s duty 

to provide guidance on those rights, not 

everyone is well versed in various juris-

dictional regulations, so we provide model 

forms and notices as well as guidance.

The other issue that we also like to advise 

our clients on is the potential for litigation. 

There are scores and scores of potential 

lawsuits that can run into tens of millions 

of dollars. Crossing every T and dotting 

every I is important, because post-trans-

action due diligence is really a different 

animal from pre-transaction diligence and 

we like to make sure our clients are well 

versed both.

Dutch Caribbean – LS Curaçao promotes 

more transparency, compliance and 

substance over traditional offshore vehi-

cles based primarily on favourable tax 

structures. Much of the financial infrastruc-

ture in Curaçao has been setup to cater to 

structures that seek not only a favourable 

tax climate, but mostly to provide insight 

and transparency into property and money 

flows of the respective companies and 

private clients. The specific needs of clients 

are carefully and thoroughly assessed 

and evaluated to provide customised and 

compliant solutions through the most fitting 

structures that are tailored around the prin-

ciples of a risk-based approach. 
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This approach is anchored on current 

laws and regulations on the prevention of 

money laundering and terrorist financing 

that aim to provide a better, less timely 

and a more cost-effective alternative to the 

normative approach.

Service providers can therefore allocate 

resources more effectively on high-risk 

clients and meet compliance require-

ments with greater efficiency. This, in turn, 

creates greater latitude and flexibility for 

professional service providers to dedicate 

the desired and adequate attention to the 

risk assessment of specific client profiles, 

country, product or transaction types. This 

risk assessment is used to describe how 

the risks are either eliminated or mitigated 

pursuant to the money-laundering legisla-

tion.

InfoCapital works in close alliance with 

CINEX, the official Investment & Export 

Promotion Agency of Curacao to promote 

the investment opportunities available 

on the island and to facilitate the invest-

ment process for interested investors. 

Furthermore, InfoCapital has been desig-

nated as an ‘Accredited Person,’ author-

ised as a trustworthy investment consul-

tancy company to accept investments from 

foreign investors applying for the Curaçao 

investment immigration programme.

Malta – DM KYC should always be done 

at the onboarding stage. Depending on 

the risk being faced, one would need to 

determine whether we are going to apply 

a standard due diligence or enhanced due 

diligence.

Once that is in place and you know your 

client and what you are looking at, then 

obviously the next stage is the ongoing 

monitoring stage.

During ongoing monitoring, you will come 

across different scenarios, which might 

prompt you to carry out further testing in 

terms of knowledge of your client. If there 

are material changes to the client busi-

ness, I would say that one would need to 

perform additional due diligence.

If for example, you have incoming or 

outgoing funds, which do not match the 

clients’ business profile, you must decide 

whether to delve deeper into such trans-

actions. The same would be true if a 

particular transaction does not make 

sense, or a different structure is suddenly 

put in place to hide the ultimate beneficial 

owner. In such cases the commercial the 

rationale behind the circumstances ought 

to be challenged.

Over time, for example, the status of a 

director or of a beneficial owner, might 

even change to that of a politically-exposed 

person (PEP). Should such a scenario 

happen, then obviously enhanced due 

diligence measures ought to be adopted. 

Understandably, there are many scenarios 

which prompt the adherence to strict KYC 

processes.

I have previously referred to the risk-based 

approach and here lies the importance 

of the business risk profile and one’s 

risk appetite. Thus strict KYC procedures 

should only be carried when there is a high 

risk or should they always be adhered to?

Dutch Caribbean – LS The risk-based 

approach depends on the background of 

the client, the jurisdiction they operate in 

and the nature of their business activities.

Each of these factors are assigned to 

certain risk profiles and there's always 

a minimum level of due diligence that 

is done. Based on the risk of the client, 

enhanced due diligence might apply and 

that carries true across all areas, from 

dealing with notaries, corporate service 

providers, banks or regulated exchanges.

Cyprus – TK As per the AML Directive, all 

regulated entities must implement a risk-

based approach stating clearly the risks 

involved and the necessary processes that 

should be followed at each time.

In the case of high-risk transactions, such 

controls become stricter and the involve-

ment of experts is deemed necessary. 

Examples of high-risk entities (being either 

physical or legal) is the involvement of 

politically-exposed persons or entities from 

sanctioned jurisdictions. Hence, stricter 

controls must be followed so that the 

acceptance of such cases is always in line 

with AML/KYC regulations.

With regard to Cyprus, the increased 

interest from foreign investors and the new 

generation of technological development, 

particularly in the financial sector, led the 

local authorities to revise all due diligence 

and KYC regulations. The use of digital 

currencies in the banking and business 

sectors is considered high-risk, making the 

respective sectors highly regulated.

The involvement of intermediary compa-

nies in supply chain management, is 

another example of a high-risk transac-

tion, due to the complexities involved. 

Such cases have significantly increased 

during the last decade, leading to a corre-

sponding rise in the registration and use of 

local shell companies.

To restrict the use of shell companies 

and enhance transparency, the Central 

Bank of Cyprus has recently issued a 

revised circular on the definition, use and 

substance of shell entities. This includes 

the identity of the beneficial owner, the 

source of funds and the transactional 

behaviour of such enterprises.

Cyprus is currently in the process of devel-

oping a public register with information on 

ultimate beneficial owners, accessible to 

legal entities solely for the purpose of due 

diligence and customer identification. The 

public register will be maintained by the 

Cyprus Registrar of Companies and Offi-

cial Receiver. 
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